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Outsourcing to third parties, such as contract cheating providers or undisclosed text 
production by artificial intelligence, are considered difficult to detect. Text files in 
DOCX or ODT format can be used to specifically search for indications of 
unauthorised outsourcing. Of course, it is possible for people with the appropriate 
technical knowledge to change or delete information in the places presented here. In 
very many cases, however, this possibility is not used. On the other hand, it is also 
possible and perfectly legitimate to create a new and clean file for the submission 
version of a text. A single evidence of potential outsourcing is not yet proof, but 
several can give an illuminating overall picture. Further evidence can be provided, for 
example, by the information in the properties of electronically submitted documents.
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Opening DOCX with ZIP

DOCX or ODT files are actually zip-archived container files containing XML files. 
Such archive files can be opened and unpacked with packing programmes such as 7-
Zip. Often this function is offered directly in the Windows file manager after a click 
with the right mouse button on the DOCX file. The XML files contained therein are not 
particularly reader-friendly for the human eye, but can be displayed with any text 
editor. They contain additional information that can provide evidence of unauthorised 
outsourcing.

Example of the content of the Word subfolder of an unzipped DOCX file:

Embeddings

The folder embeddings exists if the Word document contains embedded files such as 
Excel tables. These in turn can be opened so that information can be taken from the 
metadata of the XLSX file via properties (cf. also the information sheet on metadata 
in files).

Media

In the media folder you will find pictures and graphics etc. contained in the Word 
document. The files can also be opened and the metadata examined. Sometimes 
there are image files in a not yet cropped state that provide further information such 
as links to finding places or storage locations.
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settings.xml

Word assigns a session ID (w:rsid) to all edits. A session is the editing period 
between two saving processes. All edits within a session receive the same session 
ID. The IDs are assigned randomly and in ascending order. The first editing session 
of a document can be recognised as w:rsidRoot. All session IDs are listed in the 
settings.xml file. If two documents have a sequence of session IDs in common, then it 
can be concluded that the documents have a common origin.

document.xml

The document.xml file contains the actual text of a DOCX file. In this file, all edits are 
marked with their respective session ID. If a long text contains only a few session 
IDs, this is a sign that the text has been worked on very little and for a short time, e.g. 
because finished text was copied and pasted.
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